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1. Background
As discussed in two recent joint teleconferences with ETSI SAGE and 3GPP SA3, SAGE is developing a 256-bit version of Milenage (in the sequel denoted Milenage-256) as part of the overall task of designing 256-bit algorithms for 5G (and beyond). To progress and finalize this task, it is necessary to make a final decision on the cryptographic core to be used. In a previous LS from SAGE to SA3 (S3-202823 / SAGE (20) 07), SAGE requested input on potential challenges in basing the design on Rijndael-256-256 (Rijndael with 256-bit block and 256-bit key) rather than AES-128-256 (AES with 128-bit block and 256-bit key). SA3, in the response LS S3-203550, expressed a quite clear preference for AES-128-256, motivated by the following arguments, on which we provide SAGE’s comments:
	
	SA3 argument
	SAGE comments

	1
	Lack of NIST / ISO standard for Rijndael‑256‑256
	We do not believe that this is an important argument.  A clear normative specification of Rijndael‑256‑256 is available.  5G already uses other algorithms that are not standardised by NIST or ISO.

	2
	Greater assurance of AES
	We think SAGE is well placed to judge this, and have concluded that Rijndael‑256‑256 can be well trusted.

	3
	The security advantages of Rijndael‑256‑256 being insignificant in the context of 5G AKA
	We elaborate on the relative security properties of the algorithms in the rest of this LS.  Anyway, this is not a reason to prefer AES.

	4
	Smaller UICC memory consumption of AES‑128‑256
	This seems barely significant.

	5
	Better performance of AES‑128‑256 (ability to reuse HW acceleration)
	It seems clear to SAGE that a similar HW accelerator could be designed and built for Rijndael‑256‑256, with similar side-channel defences (see section 5).  But of course this would involve cost and time.

	6
	Ability to reuse side-channel attack protection mechanisms in existing implementations
	



Bearing points 5 and 6 in mind, SAGE has considered a third option, which does reuse AES-128-256 (or potentially AES-128-128) as a building block, but in a more elaborate design. This design appears necessary in order to reach a security level that is as good as one could expect from a cryptographic algorithm at the 256-bit level.

2. Contents of this liaison statement
This liaison statement serves three purposes:
1. Discussing the security goals that could be targeted by Milenage-256.
2. Confirmation whether SA3's preference for AES still remains, even if it would imply a more complex construction (denoted "Option 3" below).
3. Clarifying how some possible perceived challenges with Rijndael-256-256 (side channel attack prevention, ASIC size) can be addressed by reusing elements of existing AES implementations.

3. Expected security properties of Milenage-256
There are a number of potential security requirements that could be desired from an algorithm targeting a 256-bit security level:
R1. Brute force key recovery requiring on the order 2256 operations.
R2. Time-memory trade-off attacks requiring on the order 2256 complexity. E.g. by using pre-computed tables and observing a large number of subscribers performing AKA, one of these subscriber's keys can be retrieved.
R3. Distinguishing the outputs from random values requiring on the order 2128 observed or even chosen input/output pairs (this is what one would expect from a random permutation with 256-bit outputs). 
R4. Being able to use up to 256-bit RAND-value (necessary for R2).
R5. Being able to use up to 256-bit OPc-value (operator customization parameter).
R6. Being able to support MAC longer than 128 bits.
R7. Being able to generate 256-bit RES
R8. Being able to generate 256-bit CK and IK.
Which of these requirements are met is impacted by the choice of the underlying cryptographic core in Milenage-256.  In SAGE’s view:
· It is essential to satisfy R1.
· If we had been designing an AKA algorithm from scratch, we would have considered R2 and R3 as strong requirements (with R4 then implied).  If SA3 decides not to satisfy these requirements then the specification should include a clear statement to that effect.
· R5 is less important: OP and OPc have security value, but they are not as important as K.
· R6, R7 and R8 are all useful properties that would help to ensure that Milenage-256 is suitable for 6G.  TUAK supports all of these.

4. Design options for Milenage-256
In the different options below, no mechanism has been introduced to add protection against the "re-synch" attack. SAGE does not foresee difficulty in adding such protection to any of the options below if requested by SA3. 

4.1 Option 1: AES-128-256
This option uses the standard AES block-cipher with 128-bit block and 256-bit key. It corresponds to the straightforward generalization of the current Milenage algorithm set, but without the operator selectable rotations of the inputs. SAGE has a firm opinion that the rotations do not really improve the security and in fact could lead to insecurity by certain bad choices.
[image: ]
Figure: Option 1, EK is the AES-128-256 block cipher.
The values c0 to c5 are configurable and basically just need to satisfy a simple distinctness requirement.
As defined, this construction can only satisfy requirement R1. It would be possible to meet R7 and R8 by adding more invocations of EK.

4.2 Option 2: Rijndael-256-256
This design is structurally identical to Option 1, but uses the Rijndael-256-256 block cipher as EK. This construction satisfies all of R4-R8 and is also highly likely to satisfy R1 to R3.

4.3 Option 3: AES-128-256 with Feistel-construction
Again, this option is structurally similar to Option 1 and 2, but uses another "core" function FK, based on standard AES-128-256 (or possibly AES-128-128).
[image: ]
Figure: Option 3
The function FK can be implemented by a 4-round Feistel-construction based on AES as suggested in [1,2], using 4 "sub-keys":

[image: ]
Figure: Core FK, EKi denotes the standard AES block cipher
This construction can meet all of R4-R8 and is highly likely[footnoteRef:1] also to be able to meet R1-R3. It should be noted that this Feistel construction is provably secure if, and only if, the block cipher EKi is secure [1,2]. Therefore the security assurance is not resting on any unproven assumptions. [1:  Strictly speaking, regarding R3, we believe that this construction would provably prevent distinguishing attacks using of order 2128 known plaintext messages.  To provide that level of protection for adaptively chosen plaintext messages, or adaptively chosen plaintext and ciphertext messages, would require more rounds in the Feistel construction.  Known plaintext attacks seem most relevant in the 3GPP context.] 


5. Re-use of side-channel protection mechanisms
One of the arguments put forward by SA3 in favour of AES-128-256 was the ability to rely on proven protection mechanisms against side-channel attacks. SAGE has considered this argument, but finds it difficult to see that basic techniques applicable to AES-128-256 would not also apply automatically to Rijndael-256-256. Both algorithms are structurally identical, they use exactly the same operations:
· KeySchedule
· AddRoundKey
· ByteSubstitution
· ShiftRow
· MixColumn
Also, both algorithms have the same number of rounds. The only real difference lies in that the operations in AES-128-256 are performed on an internal state in the form of a 4 x 4 byte array (alternatively, represented as  four 32-bit words) whereas the state in Rijndael-256-256 is represented as 4 x 8 byte array (alternatively as eight 32-bit words). SAGE therefore finds it difficult to see that the same protection mechanisms would not apply in both cases. 
For example, protection against differential power analysis (DPA) is usually implemented by so called "masking" where a sensitive value x is masked by adding a random offset: r  x. The lookup table SubBytes[] (used in ByteSubstitution) is replaced by MaskedSubBytes[x ⊕ mr] = SubBytes[x] ⊕ r, and so on. Other techniques (adding noise to power source, ensuring constant-time execution etc) seem to apply to Rijndael in exactly the same way as they apply to AES. Obviously, there may be quantitative differences since the memory space needed for the "perturbed" look-up tables may be a bit larger. For example, there may exist a need to have eight different copies of MaskedSubBytes[ ] instead of four (one for each column representing the state) as proposed in [3].

6. Considerations if implementing Rijndael-256-256
If manufacturers were to consider creating a Rijndael-256-256 implementation, they might be concerned about the ASIC size.  Note, though, that a round of Rijndael-256-256 can be implemented using the same core as a round of AES-128-256, calling it twice in sequence, with the result written back to the state registers every second round.  The only extra processing required is a simple permutation, which is in hardware just wiring plus constant MUXes.  This means that only a few more bytes of memory are needed compared with AES, rather than the round circuit being twice as large.  Such an approach would also provide direct reuse of the side channel attack mitigations from the AES round implementation (we do not see how the additional permutation / MUXes can create a surface for a side-channel attack).  We can share more detail about this approach if desired.

7. Summary
SAGE kindly asks SA3 to provide input on the following questions:
· What is SA3's view on the potential security requirements R1-R8?
· What is SA3 preference on Options 1, 2, and 3? In particular, if SAGE should see a need to use Option 3 to meet expectations on security when basing the construction on AES-128-256, does Option 2 still rank as the least preferred?
· Please provide any additional information which may suggest that SAGE's view on side-channel protection mechanisms is incorrect, or confirm that SAGE's understanding is correct.
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